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User Registration, Administration & Access Control

Overview

This guide provides step-by-step instructions for registering as a new user, creating and managing sign in
credentials, setting up security questions and resetting passwords.

Sign In and Security
Access Virtual Account Management directly from Associated Bank’s website:
AssociatedBank.com/Commercial

Personal Business Commercial

App Selector *
Associated Connect -

Associated Connect

Corporate Credit Card
Employee Benefit Plans
Benefits Connection - Employer
Retirement Plans

Brokerage Accounts

Virtual Accounts

When accessing Virtual Account Management, you will be required to verify your identity. Sign in with your
username and password, then verify your identity through multi-factor authentication (MFA).

New User Registration

The new user registration process involves actions performed by an administrator, the new user and an approver.
The administrator initiates the process by creating the new user in the Virtual Account Management platform.
After the user is created, the new user receives an email containing a link to begin setting up their profile.

Once the user submits their registration information, the request is routed to an approver for review. The approver
cannot be the same individual who initiated the request. After the request is approved, the system sends an email
notification to the user confirming the approval and prompting them to complete the registration process,
including setting up multi-factor authentication (MFA).

User
Approver completes
reviews the registgration
request and MFA
setup

Administrator User begins

creates user registration

ﬁ AssociatedBank
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Administrator Role: Creating a New User
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1. From the Virtual Account Management platform, select the System Maintenance menu in the upper right-

hand corner, then under Users, select New Registration.

@ Help [ Log off

System Maintenance

Users Approve Transaction Groups

Il New Registration I File Import Template

= New Registration Queue = New Account Holder File Import Template
= Approve New Registration ® New Transaction File Import Template

= Approve

Audit

2. Enter the new user details.
3. Complete the * required fields.

Pre-Registration

Please enter the Pre-Registration details

* Mandatory Field(s)

Vertical

Vertical 1031 Client Exchange
User Details

Last Name *
First Name *
Middle Name(s)
Email *

Confirm Email *

System Type  pjease Select Ttem v

Administrator  please Select Item v *

Please select at least one Client Code for this Pre Registration

Client Codes

Select ALL Client Codes Deselect ALL Client Codes

ﬁ: AssociatedBank
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4. From the System type drop-down, select SSO MFA.

A. Support only is not an available option—do not select.

5. Select GO to proceed.
6. Select No for Administrator.
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A. Selecting Yes will delete the user’s registration. If this happens, a new registration must be submitted.

B. To create a new System Administrator registration or modify an existing user to System Administrator

please contact your assigned Client Experience team member or Treasury Management Customer Care at

800-270-2707, option 2.
7. Client Code will default to appropriate selection.
A. This information is system generated during set up.
8. Select Confirm to continue or Previous to make edits.

A. This step will generate email to user(s) to complete User Registration.

Administrator Role: Modify Registration

If incorrect or incomplete information is entered during a new user setup process, the registration must be deleted

and a new user registration must be created.

1. Navigate to the System Maintenance menu, then select New Registration Queue.

(@ Help [ Log Off

Users

New Registration

New Registration Queue

Approve New Registration
Approve

Audit

2. Search for the new user by their Full Name.

5: AssociatedBank

Member FDIC. (4/26) W722197

System Maintenance

Approve Transaction Groups
File Import Template
New Account Holder File Import Template

New Transaction File Import Template



Page 6 of 26

3. Under the Delete column, select the circle next to that record, then select Delete selected at the bottom of the
screen.

ﬁ Accounts Transactions Reports System Maintenance

New Registration Queue

Please enter detads into 3t least one fieid to fiter results

You are about to delete Pro-Registered User Now Registration. Do you want to proceesd?

.
Fil Name Locabon Code Clear Search Resu

1tolofl

Inpstiiy
InpwiDate

Adminestrater

B Tastarl
Yew Registration T7IAS ABDAL 244AD SICAF 100001 S50 MFA No AR Taatart

4. An alert message will appear requesting confirmation.
A. Select Yes to proceed or No to return.

Pre-Registration Queue

Please enter details into at least one field to filter results

You are about to delete Pre-Registered User Test Registration. Do you want to proceed?

5. Once a user is deleted, their Registration must be recreated. Follow the Creating a New User steps above to
register the user again.

ﬁ AssociatedBank
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New User Role: Creating User Account
Once the new user receives a registration email, they must initiate the registration process by following the steps
outlined below.

1. From the user registration email, click on the link to begin registration.
2. Enter the UserKey from the user registration email.

User Registration (Step 1 of 5)

* Mandatory Field(s)

Userkey

Retum to Log In

Note: The UserKey will expire 30 days after issuance. If it expires, the user registration must be deleted and a
new user registration must be submitted to obtain a new UserKey. The Administrator should follow the Modify
Registration steps above to delete and register new users.

3. Complete the required * fields to create a Username and Password.

atory Falss

Usevname Dwtalls - Username must not contain werds such o3 admin, super or ever within it. Pasvwond must contaln ot least one
mm(bndmmmm(-ﬂnh‘n—‘-(.-Oh-ll-nla-&nllul-umdll
character, The Password must oot be Jess thas 12 chaeacters b length.

] T e
Pavvword o

Corfirm Pataword -

m SR 103 “

4. Click Next to create security questions.
A. For security questions 1. & 2., you’ll be prompted to select from the predetermined drop-down list.
B. For security question 3., you’ll create your own question.
a) Requirements.
2. 4-20 characters, alphanumeric and spaces only.
3. Answers must all be different.
4. Answers cannot contain username or password.
5. Not case sensitive.

/: AssociatedBank
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6. Cannot contain “password” or “secret” or QWERTY 5-char sequences.

Click Next.

Sl BESANNY

registration.

Review information and select Finish to submit for approval.
Once submitted, registration is complete and will be sent to the Administrator(s) for approval (if necessary).

Your registration was successful. You will be able to log in as soon as your details are Approved.

5: AssociatedBank

Welcome

Log in to Associated Bank to continue.

’ Email address* ‘

Don't have an account? Sign up

Page 8 of 26

Once registration is approved, an email confirmation will be sent to the email address provided during

9. After receiving the approval confirmation email, click on the link to navigate to the Virtual Account
Management log in page.
10. Enter your email address, click Continue.

11. Upon the first log in attempt, the platform will automatically send a verification email to the registered email

address.

A. Click the Confirm My Account link to complete verification.

/i Assaciatediak

Hi ,
To complete your registration, please verify your email address by either clicking

the link below or copying and pasting it into your browser.

Confirm My Account
If you do not recognize this request, please ignore the link, and contact your

system administrator. Please do not reply to this email.

Thankyou,
Associated Bank

5: AssociatedBank
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12. If successful, a confirmation message will appear indicating the email address has been verified.

Email Verified

Your email address was successfully verified

Back to ASB

A. You will then be directed back to the log in page.

7N AssociatedBank

Welcome

Log in to ASB to continue.

Email address*

Continue

Don't have an account? Sign up

ﬁ AssociatedBank
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New User Role: Multi-Factor Authentication Setup

1. The user must sign in again using their new credentials. This will trigger the authentication setup process.

2. Download the Guardian App from Apple® App Store or Google Play®.

ct AssociatedBank

Keep Your Account Safe

Add another authentication method.

Notification via AuthO Guardian

‘mapp ’

‘ & Google Authenticator or similar >

A. Follow the in-app instructions to complete account setup.

/A: AssociatedBank

Member FDIC. (4/26) W722197
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Secure Your Account

In order to continue, install the AuthO Guardian
app via the app store from your mobile device.

[ -

App Store Google Play

Try another method

Page 10 of 26
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3. When prompted, Approve the Authentication Request notification.

Authentication Request

{J staging-cashfac

Browser
Chrome (141.0.0.0),
Windows (10)

Location

Date

Deny

4. All future sign in attempts require authentication via the Guardian App, when prompted.

ﬂ: AssociatedBank
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Administrator Role: Approve New User

Once the user completes the registration link, the request will be routed back to the Approval Queue within the
VAM platform. An authorized user with the appropriate access must then review and approve the registration,
including assigning the appropriate permission group.

1. From the Virtual Account Management platform, navigate to the System Maintenance menu in the upper
right-hand corner, then select Approve New Registration under Users heading.

(@ Help [ LogOff

System Maintenance

Users Approve Transaction Groups

= New Registration File Import Template

= New Registration Queue ® MNew Account Holder File Import Template
= Approve New Registration = Mew Transaction File Import Template

= Approve

Audit

2. Navigate to the Approve Queue tab.
3. Click the hyperlink under Username to open and review details.

#\ AssociatedBank

(@) velp [4 Log OFf

£ Accounts Transactions Reports

System Maintenance

Registration Queues

Ltolofl

Input Date CST

o S50 MFA 10/26/2035

ﬁ AssociatedBank
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4. Review all details.

* Mandatory Fisld(s)

Vertical 1031 Client Exchange

Username  ABCtesters
Tie
Last Name _Ragistration
First Hame Test
Middie Name(s)
administrator o
Telephone at Work 312-457-7890

Emall at Work

Company Detalls

Company Location Code 100001
Company Name Test Company
Company Street Address 123 No Street
Company Street Address 2 Unit 1
City Mitwaukee
state Wi
2ip Code 53202

Location of Business UNITED STATES

Location of Incorporation UNITED STATES

System Type S50 MFA

Transaction Group

Permission Group

Permission Group  Please Select Ttem

Retum to Registratia

Registered User Details

Piease complete the Registered User details

vertical
Personal Details

Transaction Group 1031 Client Exchange Transactions w *

5. Assign a Permission Group from the drop-down.

A. Refer to Roles and Entitlements Chart for a description of roles and entitlements.

Permission Group

————————

!
| Client Administrator

Input & Approve
Input Only

Client Administrator R

6. Select Confirm.

7. 1If changes are needed, the user Pre-Registration must be deleted.
A. Go to the System Maintenance menu, then select Pre-Registration Queue.
B. User search fields to locate user by Full Name.
C. Select Delete next to record to remove it, then select Delete Selected at the bottom of the screen.

8. Users will receive notification once the registration is approved.

ﬁ AssociatedBank
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Managing User Accounts

Edit a User
1. Navigate to the System Maintenance menu, then select Users.
System Maintenance
Approve Transaction Groups
= Pre-Registration File Import Template
= Pre-Registration Queue = New Account Holder File Import Template
= Approve User Registration = New Transaction File Import Template
= Approve

2. Search by Username or Full Name.

Note: Search by using an asterisk as a wild card.

User Maintenance

Please enter details into at least one field to filter results

Username Full Name Clear Search Results

3. Click the hyperlink under Username to open the record.

Update fields as needed (e.g. Name, Email Address, Permission Group).
Include Reason for Change.

Select Confirm.

Click Pass for Approval.

COow»

ﬁ AssociatedBank
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Approve User Edit

1. Navigate to the System Maintenance menu and under Users, click Approve.

(@ Help [ Log Off

System Maintenance

Users Approve Transaction Groups

= Pre-Registration File Import Template

= Pre-Registration Queue = MNew Account Holder File Import Template
= Approve User Registration = Mew Transaction File Import Template
Audit

2. Select the Release Queue tab to review account related transactions.
3. Click the hyperlink under Username to open and review details.
A. To approve, select Release. To decline, select Decline.

f: AssociatedBank
@ Heo [ Logoft
# Accounts Transactions Reports System Maintenance

User Queues

Al Records { Declined Queve | Approve Queue

1106 0f6

Username Full Name

| ABCTesterl

e S.lﬂi!l) i Id!lpd o =

User Edit

el i — Relaase Queue 10/26/7025

/A: AssociatedBank
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Reset User Password

Log in to Associated Bank.com then select Virtual Account Management from the drop-down.
From the log in screen, enter your Email Address.

Select Continue.

Select Forgot Password?

Sl

ﬁ AssociatedBank

Enter Your Password

Log in to ASB to continue.

‘ Edit

‘ Password* @‘

Forgot password?

Don't have an account? Sign up

5. Follow the prompts to reset your password.

Note: During password lockout, a message may appear instructing the user to contact the Administrator;
however, this functionality is currently unavailable. Follow the steps above to proceed with a password reset.

Reset MFA: Administrator

1. Go to the System Maintenance menu, then select Users.

System Maintenance
Approve Transaction Groups
= Pre-Registration File Import Template
= Pre-Registration Queue = New Account Holder File Import Template
= Approve User Registration = New Transaction File Import Template
= Approve
Audit

/A: AssociatedBank
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2. Use the search fields to locate the user by Username or Full Name.

User Maintenance

Please enter details into at least one field to filter results

Username Full Name Clear Search Resulis

3. Click the hyperlink under Username to open the record.
4. Select Reset MFA.

Reset MFA: User

1. From the sign in screen, enter your Email Address.
2. Select Continue.
3. Enter your Password.
A. The sign in will trigger the authentication setup process.

{: AssociatedBank

Keep Your Account Safe

Add another authentication method

Notification via Auth0 Guardian
25
a

(&) Google Authenticator or similar

1. Download Guardian App from Apple App® Store or Google Play®.
A. Follow in-app instructions to complete the installation and setup.

Q: AssociatedBank

Secure Your Account

In order to continue, install the AuthO Guardian
app via the app store from your mabile device.

. -

App Store Google Play

Try another method

ﬂ: AssociatedBank
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User & Access Management (Permission Groups)

User permission groups control the level of access a user has within the Virtual Account Management platform.
Changes to a user’s permission group requires two authorized users to process, one to request the change and one
to review and approve.

Initiate a Permission Group Change Request

Authorized users can submit a request to create or modify a user permission group. After the request is submitted,
it is routed to an approver for review.

1. Go to the System Maintenance menu, then select Users.

System Maintenance
Approve Transaction Groups
= Pre-Registration File Import Template
= Pre-Registration Queue = New Account Holder File Import Template
= Approve User Registration = New Transaction File Import Template
= Approve
Audit

2. Use the search fields to locate user by Username or Full Name.

User Maintenance

Please enter details into at least one field to filter results

I Username Full Name m Clear Search Results

3. Click the hyperlink under Username to open the record.

4. Update fields as needed (e.g. Name, Email Address, Permission Group).

5. Select Permission Group from the drop-down. Refer to Roles and Entitlements chart for a description of
roles and entitlements.

Client Administrator

Input & Approve -
tnput only - [

View Only -

Permission Group | Client Administrator

ﬁ AssociatedBank
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6. Under User Details, enter Reason for Change.
7. Select Confirm.
8. Review that the information is accurate and select Pass for Approval.

Approve a Permission Group Change Request

After submission, the request is sent to the approver. Approvers review submitted requests to ensure requested
permission group is appropriate for the user’s role.

1. Navigate to the System Maintenance menu and under Users, click Approve.

(@ Helo [# LogOff

System Maintenance

Users Approve Transaction Groups

= Pre-Registration File Import Template

= Pre-Registration Queue = MNew Account Holder File Import Template
= Approve User Registration = New Transaction File Import Template
Audit

2. Navigate to the Release Queue tab to review account related transactions.

5 ’
#\ AssociatedBank
(@) uelp [ Log Off
ﬁ Accounts Transactions Reports System Maintenance

User Queues

Mt | Osratcvns Wo@
1106 0f 6
—n Action Input By Edited By Deleted By Auth By
mm —— m e — [lind fafa 21 alatut i —_

User Edit
Release Queue 10/26/35%5

ABCTester] Test User EXHTR ADEXI Yes

ﬁ AssociatedBank
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3. Click the Username hyperlink to open and review details.

ft AssociatedBank
@ Helo E* Logof
# Accounts Transactions Reports System Maintenance

User Queues

Al Records | Decined Queue | Approve Queue

1106 0f6

Edited By

Iransaction Group Permission Group Active

User Edit

ABCTestery Test User EXHTR. ADEXI Yes = — 10726/ 2055

A. To approve, select Release. To decline, select Decline.

Edited User Details

# Edited Fleld(s)

Vertical

Vertical 1031 Client Exchange

User Details

Usemame ABCTester2
Full Name
Email |

Permission Group System Administrator - Exchange #

Client Codes

System Details

System Type SSO MFA

Status Detalls

Active Yes
System Administrator No
User Revoked No
Status Release Queue
Edited By

Edited Date CST 10/26/2025 10:04:00 AM

To User Queues

/A: AssociatedBank
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B. # symbol indicates field(s) that have been edited or modified.
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Edit User

Please edit the User details

* Mandatory Field(s)

Vertical

Vertical 1031 Client Exchange

User Detalls

Username ABCTesterl

Full Name ABC Test User -

Email | ™

Confirm Email .
Reason for Change EDIT USER <

Status

Active Yes

User Revoked No
Alternate Password Lock No
Locked No

System Administrator Yes

Please select at least one Client Code for this User *

Select ALL Client Codes Deselect ALL Client Codes

Client Codes

003284 100001 ABCOO1 JUN114
MIDOO1 PATES2 STO005 WIM333

System Details

System Type SSO MFA - Administrator

Transaction Group

Transaction Grouo () +

Permission Group

remisson oo (. *

Return To User Maintenance Edit Registration Details =
FRSE A

Note: The initiator will receive an automated email confirming the approver has acted.

ﬁ AssociatedBank
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Deactivate User

Deactivating a user prevents the user from accessing the Virtual Account Management platform while retaining
their account information and history. The user can be reactivated later if access needs to be restored.

1. Go to the System Maintenance menu, then select Users.

System Maintenance
Approve Transaction Groups
= Pre-Registration File Import Template
= Pre-Registration Queue = New Account Holder File Import Template
= Approve User Registration = New Transaction File Import Template
= Approve
Audit

2. User search fields to locate user by Username or Full Name OR click the Username hyperlink to open
record.

1: AssociatedBank

@ Helo [ Loooff
# Accounts Transactions Reports System Maintenance

User Maintenance

ease enter details nto at lesst one field to fiter rsclts
I Usemame Full Name I B

Transaction Groun

11058 of 58

3. Enter Reason for Change under User Details.
4. Select Revoke.

Note: Selecting Delete will remove all user history from the system

ﬁ AssociatedBank

Member FDIC. (4/26) W722197



Edit User

Are you sure this User should be revoked? Do you want to proceed?

-]

* Mandatory Field(s)
Wertical 1031 Client Exchange

Username ARCTester?

Full Name & *

Email § -

Confirm Email *
Reason for Change Test Revoke *

Status
Active Yes
User Revoked No
Alternate Password Lock No
Locked No

System Administrator No

Please select at least one Client Code for this User *
Client Codes

Select ALL Cliemt Codes Deselect ALL Client Codes

System Details

System Type S50 MFA

Permission Group

User Details

Transaction Group

5. Select “Yes” or “No” to Revoke user.

Note:
[ ]
[ ]

To retain user history, opt to Revoke over Delete.
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To temporarily suspend user, use Revoke instead of Delete (e.g. leave of absence or extended time off).

Immediately Revoke users who no longer require access (e.g. termination).

ﬁ AssociatedBank
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Re-instate User

1. Go to the System Maintenance menu, then select Users.

System Maintenance

Users I Approve Transaction Groups

= Pre-Registration File Import Template

= Pre-Registration Queue = New Account Holder File Import Template
= Approve User Registration = New Transaction File Import Template

= Approve

Audit

Page 24 of 26

2. Use the search fields to locate user by Username or Full Name OR click the Username hyperlink to open

record.

5: AssociatedBank

@ Helo [ Loo.Off

® Accounts Transactions

Reports

User Maintenance
5 I

Usermame Full Name

System Maintenance

Eull Name Transaction Group Permission Grown Active
3. Under User Details, enter Reason for Change.
4. Select Activate.
Edit User

Please edit the User details

* Mandatory Field(s)

Vertical

Vertical 1031 Glient Bxchange

Usemame ABCTester2
Full Name
Email

Confirm Email

% 8w

Reason for Change Test Activate

Acive N0
User Revoked ves
Aternate Password Lock No
Lodked Mo

System Administrator No

Please select at least one Client Code for this User *

System Details

System Type S5O MFA

Transaction Group

Transaction Group 1031 Clent Exchange Transactions v *

Permission Group ~ System Administrator - Exchange v *

5. Select Yes or No to activate the user by selecting the appropriate prompt.

ﬁ AssociatedBank
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Roles and Entitlements

User roles determine the level of access and functions a user performs within the system. The chart below outlines
the permissions assigned to each user role, including the functions that are available or restricted.

o  When assigning roles, ensure responsibilities are appropriately separated so that actions requiring
approval can be performed by both an initiator and an approver.

e Please contact Treasury Management Customer Care at 800-270-2707, option 2, for access and
entitlement assistance. If you create a new Client Administrator with the System Administrator rights in
the VAM platform yourself, the platform will delete the registration.

e Ifyou create a new Client Administrator with System Administrator rights to the Virtual Account
Management platform yourself, the platform will automatically delete the registration.

Guide to Roles and Entitlements

Client Client Input & Input Approve View User
Administrator Administrator Approve Only (0)11)% (0)11)% Admin
w/System w/o System (0)11)%
Administrator Administrator
Assignment Assignment
Create New Account

Holder(s) X X X

Approve New
Account Holder(s) X X X

Create New
Account(s) X X X

Approve New
Account(s) X X X

Create
Transaction(s) X X X
Approve
Transaction(s) X X X
Create Recurring
Transaction(s) X X X
Approve Recurring

Transaction(s) X X X

ﬁ AssociatedBank
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Guide to Roles and Entitlements

Client Client Input & Input Approve View User
Administrator Administrator Approve Only (0)11)% Only Admin
w/System w/o System (0)i1)%
Administrator Administrator
Assignment Assignment
Create Batch Import
~ ™ V] ™
Template(s) X X X
Approve Batch
™ ™ V] ™
Import Template(s) X X X
Create Transaction
Template(s) X X X
Approve Transaction
V| V| v V|
Templates X X X
Create Multi/Fund
Allocation(s) X X X
Approve Multi/Fund
Allocation(s) X X X
View Accounts
Holders & X
Account(s)
View Report(s) X
Pre-register User(s) X X X X X
Approve
™ v
Registration(s) X X X X X
Extract Reporting
™ V| ™ v
o X X X
User Administration X X X X

ﬁ AssociatedBank
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